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introduction

At this time of great debate among academics, practitioners and governments 

on how we best tackle the disinformation problem, it is important to consider 

what role strategic communicators have to play.

This will be one of many hot topics this week at Anthropy, the conference that brings 

together thought leaders from across Britain to discuss our shared future.

Never has it been more important for all organisations to be mis and disinformation 

ready. In September, the Government Communications Service (GCS) released 

its toolkit for  ‘developing effective counter-disinformation strategies’.

There’s a lot in it, but head of The Misinformation Cell Stefan Rollnick breaks down 

his key lessons for communicators.

It’s not just about information, it’s about identity

The ‘information-deficit’ model assumes that people with incorrect beliefs simply 

have a “lack of true information”.

This model is attractive because it is a short-hand that allows for easy academic study, 

but it is flawed and at times dangerous.

For example, it is well documented that political allegiances strongly influence 

our likelihood of belief in a particular piece of information.

First things first, it’s not all in your control

The toolkit rightly notes that it’s important “to consider how technology and 

platforms contribute to the spread of disinformation, working together to implement 

interventions and adjustments that reduce the reach and influence of false stories”.

Do what you can, but don’t expect to ‘fix’ the root of the problem.
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Fighting misinformation is a rights issue

This is about ensuring that everyone in our audience has access to high quality 

information about their health, their planet and their democracy.

Fighting misinformation means empowering people to spot when they are being 

misled and protecting them from bad actors who are trying to sow societal division 

and enrich themselves at the expense of others.

fighting misinformation

We need to take an audience-first approach

We can’t understand how to fight misinformation unless we do our research 

to understand the audience.

The same piece of information might need to be delivered in a completely different 

way to two different audiences, whether that be the messenger, the domain of 

the message, the framing of the message, or the impact we are seeking to prevent.

Or it might be that one audience needs a piece of information corrected 

and another doesn’t.

Debunking is an option, but it’s not always appropriate

The research on debunking is as broad as it is murky. Academics have voiced 

opposing conclusions. Some say it doesn’t work because the more often we see a lie 

the more likely we are to believe it, some say it produces a ‘backfire effect’ and makes 

the problem worse, some say it does work but the misinformation tends to be sticky, 

and others say it does work but it doesn’t change behaviours.

The truth is that all of these studies are limited as their methodology involves sitting 

people down and asking them to stop and evaluate information – which is hard 

to replicate in situ.

Whatever the ‘truth’ on this, the toolkit helps to put debunking in a broader context 

of options.
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Beliefs are interconnected – so can’t be easily replaced

One thing the toolkit does really well is to take the research on debunking out 

of a vacuum and place it back into a more complex landscape: one where individuals 

see their beliefs as part of their identity.

We know from the science of Motivational Interviewing in the context of addictions 

that persuasion is not always effective if an individual feels their sense of self 

is threatened.

When a belief is core to how they see themselves, a simple rational correction of facts 

may be rejected in order to preserve a self-image. 

beliefs are interconnected

Some beliefs are stickier than others

In the ‘Walls of Beliefs’ analogy, it goes that if you take away a ‘brick’ or belief that 

is close to the foundation of the wall, it’s likely to have a greater impact on the stability 

of the wall. When the stability of our walls are threatened we revert to our pre-existing 

world view.

So it’s easier to remove and replace a brick near the top of the wall (e.g. this specific 

brand of cars are ‘too expensive’) than it is to remove one nearer to the bottom 

of the wall (e.g. governments don’t have our ‘best interests’ at heart).

There are a variety of reasons why someone might reject a factual correction:

• People they trust hold the opposite belief

• It creates too much complexity, leaving feelings of helplessness or overwhelm

• Deflects blame away from them or their ‘in group’

• Justify behaviours they would strongly like to engage in

• Save face due to already taking a public stance

• Threatens a core belief of their world view.
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There’s a simple framework for knowing which response to activate

The Walls of Beliefs model has four suggested responses depending on the answers 

to those two questions:

• Focus on managing the behaviours → If it’s a core belief and presents immediate 

danger (e.g. anti-COVID restrictions)

• Proactively promote a counter-narrative → If it’s a core belief but doesn’t present 

immediate danger (e.g. faith in democracy)

• Respond reactively to rebut and challenge → If it’s not a core belief but does present 

immediate danger (e.g. natural disaster communications)

• Don’t act: watch and wait → If it’s not a core belief and it doesn’t present immediate 

danger (e.g. don’t swim after eating)

awareness

Awareness of behavioural impact and ‘core belief’ resonance is key

Have you thought about whether a piece of incorrect or misleading information 

is going to cause your audience immediate harm or whether its real danger 

is in damaging audience trust? Have you thought about whether the information 

resonates with someone’s ‘core belief’ or whether it’s more superficial?

Gathering data in the right way will set you up for success

Understanding whether something is likely to pose a direct harm to your audience, 

or detecting adversarial narratives which are flying under the radar of traditional social 

listening platforms are key to making this strategy work but are easier said than done.

If you’re interested in how Lynn’s The Misinformation Cell can help you use this strategy 

to protect your audience and your advertising spend from misinformation then just drop 

us an email or connect with me on LinkedIn.
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If you have any questions about your Misinformation Intelligence Assessment 
you can email the Head of The Misinformation Cell: stefan@lynn.global


